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We Care About Data Quality at IXPs 
Dr. Thomas King, Chief Innovation Officer, DE-CIX 



Customer View: Purpose of an IXP

IXP
Connect many ASNs

Solicit settlement free peering

→ Traffic exchange made easyRoute server



IXPs are a Perfect Place for Spammers
Often	not	well	filtered	BGP	sessions	(bilateral +
route	server)

It	is	easy	to	do	nasty	BGP	tricks
• IP	hijacks	(e.g.	not	announced	IP	space)
• Combined	ASN	+	IP	hijacks	(e.g.	not	operated	ASNs)
• Hide	hijacked	resources	behind	upstream	network	–

pretend	that	the	spammer	is	just	a	clueless	/	bad	
customer	of	a	customer

IXP
Route server

Announce 
1.2.3.4/16

AS15159

Announce 
8.8.8.0/24



Spammer’s Activities Are Hard to Detect

Peering	means	learned	routes	are	not	propagated to	
upstream	provider.

Spammer	announcements	do	not	show	up	in	Global	
Routing	Table.

For	detection	tools	(e.g.	RIPE	RIS,	BGPmon and	Qrator)	it	
is	hard	(to	impossible)	to	detect	ASN	+	IP	Hijacks
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Traffic at IXPs is for Free



We Learned This the Hard Way
One	member	
informed	us	about	
massive	spam	/	IP	
Hijacks	coming	
from	other	
members
•May	2017

Investigation	of	the	
case
Goals:
Find	activities	
violating	DE-CIX	
contracts
Collect	evidence

BGP	analysis	
(bilateral,	route	
server):
>	50	IP	prefix	
owners	contacted
6	replied	with	clear	
statements	that	no	
business	
relationship	exists

DE-CIX	services	
suspended	due	to	
violation	of	DE-CIX	
contracts

Members	
confronted	with	
allegations.	No	
cooperative	of	
alleged	members.

Contracts	canceled	
due	to	violation	of	
DE-CIX	contracts
• June	2017



We could have Known Better



We could have Known Better
We have a community that works with blame and shame

Websites / Blogs:

Mailing lists: *nog

→ Names of companies change, however, ASNs stick
→ Lots of information available, our responsibility to use it



Lessons Learned
§ Review Abuse management

§ Defined contact person and guarantee discretion → solicit feedback from 
customers

§ Redefine Abuse process

§ Blacklist for expelled members (during sales process)

ASN / IP
Hijacks



We Care about Data Quality at IXPs
§We	are	an	IXP	operator	with	clear	rules	in	our	contracts:

§ Layer	2
§ Layer	3	(mainly	BGP)

§ Violations	of	these	rules	might	be	prosecuted	– we	care	
about	(BGP)	data	quality

§We	want	to	make	sure	IXPs	are	a	stable	and	reliable	place	
for	exchanging	traffic



Questions for You
§ Did	you	encounter	such	cases	as	well?

§ If	yes,	how	did	you	react?

§What	is	your	abuse	policy?

§ Do	you	forward	information	about	illegal	activities	to	
your	IXPs/ISPs	or	the	police?


